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Threats encountered on top movies' Facebook pages

Identify the most common threats  the movie 
industry faces on social media

120k comments from 8 movies'  facebook pages 
were extracted and analyzed in detail

4,691 threats found
1 in 25 comments includes a social media threat
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MOVIE INDUSTRY FACEBOOK CONTENT ANALYSIS 

%UDQG%DVWLRQ� SHUIRUPHG� DQ� DQDO\VLV� RQ� �� WUHQGLQJ� PRYLHV
� )DFHERRN� SDJHV� WR� GLVFRYHU� ZKDW� W\SH� RI� WKUHDWV� WKH� 

PRYLH� LQGXVWU\� IDFHV� RQ� VRFLDO� PHGLD�� ������� FRPPHQWV� ZHUH� H[WUDFWHG� DQG� DQDO\]HG� IURP� HDFK� 

EORFNEXVWHU
V� SDJH�� 0RYLHV� DQDO\]HG�� :DUFUDIW�� 6XLFLGH� 6TXDG�� %DWPDQ� Y� 6XSHUPDQ�� 'DZQ� RI� -XVWLFH�� 5LGH� $ORQJ� 

��� .XQJ� )X�3DQGD�3��)LIW\�6KDGHV�RI�%ODFN���3�+RXUV��7KH�6HFUHW�6ROGLHUV�RI�%HQJKD]L�DQG�7KH��WK�:DYH�

• About this audit

• Key insights

• Movies receiving most harmful content

 �+DUPIXO�FRPPHQWV��  �7RWDO�FRPPHQWV��

5LGH�$ORQJ���

���3��� ������� �������� ���������

.XQJ�)X�3DQGD�3 )LIW\�6KDGHV�RI�%ODFN�

�������� �������

#1
Piracy, spam, impersonations, scams and 
malware are spreading fast on the social 
media properties of brands in the 
entertainment industry.

#2
Spammers are directing users to sites 
to gain money from personal data, 
subscription payments, refferal links and 
malware.

#3
Comments promoting free movies online, 
misuse of copyrighted materials and 
harmful spam are the most common 
types of threats.

Sukhija Sahab  DO YOU WANT 5000 LIKES AND 
FOLLOWERS ON FACEBOOK? USE WWW.ZEROLIKER , 
COM

Bailey Robert SUICIDE SQUAD HARLEY QUINN 
COSTUME JACKET Click here http://goo.gl/YuniOB 
Christmas Offer 20% Off
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SUMMARY OF FINDINGS

• Content Analysis

• Most common threats found on pages

SOCIAL SPAM PIRACY AND 
FREE STREAMING

MALWARE AND 
SCAM ATTEMPTS

MISUSE OF 
COPYRIGHT

34% 31% 15% 3%17%

VIOLENT, OFFENSIVE 
AND INAPPROPRIATE 

LANGUAGE

HARMFUL CONTENT 

4% 1 in 25
comments is 

harmful

PIRACY AND 
FREE STREAMING  

HATE 
SPEECH 

COMMENTS LEADING TO 
MALWARE

Based on a sample of 120,000 comments

4,691
threats found 

Harmful content distribution
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THREAT DISTRIBUTION AMONG AUDITED MOVIES

• Harmful content distribution

• Harmful content in terms of volume

'LVWULEXWLRQ�RI�KDUPIXO�FRQWHQW�YDULHV�DFURVV�WKH�GLIIHUHQW�PRYLHV�DQDO\]HG
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Harmful comments

Based on a sample of 15,000 comments for each title.
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FANS EXPOSED TO THREATS

)DQV� FRPH� WR� D� PRYLHȇV� 
)DFHERRN� SDJH� LQ� RUGHU� WR� 
HQJDJH� ZLWK� WKH� EUDQG�� 
:KHQ� WKH\� IDOO� YLFWLP� WR� 
VFDP� VFKHPHV� DQG� PDOZDUH� 
WKH\� DVVRFLDWH� WKHVH� QHJDWLYH� 
H[SHULHQFHV� ZLWK�WKH�EUDQG�

Amount of fans exposed to threats Total amount of clicks received by harmful 
links displayed on pages

690,851 clicks

bit.ly/1ZMUhcT UHFHLYHG�������FOLFNV

http://bit.ly/23IA42C�UHFHLYHG�������FOLFNV

http://bit.ly/1WKuX7A�UHFHLYHG���3���FOLFNV

HARMFUL LINKS

4,291
�

31,758,670 
fans

6

http://bit.ly/23IA42C%ED%AF%80%ED%B0%83%ED%AF%80%ED%B1%95%ED%AF%80%ED%B1%88%ED%AF%80%ED%B1%86%ED%AF%80%ED%B1%88%ED%AF%80%ED%B1%8C%ED%AF%80%ED%B1%99%ED%AF%80%ED%B1%88%ED%AF%80%ED%B1%87%ED%AF%80%ED%B0%83%ED%AF%80%ED%B0%94%ED%AF%80%ED%B0%8F%ED%AF%80%ED%B0%97%ED%AF%80%ED%B0%9A%ED%AF%80%ED%B0%97%ED%AF%80%ED%B0%83%ED%AF%80%ED%B1%86%ED%AF%80%ED%B1%8F%ED%AF%80%ED%B1%8C%ED%AF%80%ED%B1%86%ED%AF%80%ED%B1%8E%ED%AF%80%ED%B1%96
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INSIGHTS ON COMMENTS RELATED TO PIRACY

• Examples of comments including piracy

• Where do piracy comments lead ?

MONEY SCAMS MOVIE PIRACY

1,453
PIRACY RELATED 

COMMENTS

Impersonating  free 
streaming channels in 
order to acquire   non-
authorized credit card 

payments.  

MALWARE/ADWARE

Impersonating  free 
streaming channels in 

order to spread 
malware, adware and 

spyware.

CLICKBAIT SCAM

Impersonating free 
streaming in order to 
generate visitors  and 

clicks.

Copyrighted content free to 
stream or to download. As 

most of the movies analyzed 
have not yet premiered, the 

actual real piracy  procentage 
is currently low, but will 

increase once movies have 
premiered.

3%16%19%62%
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INSIGHTS ON COMMENTS RELATED TO PIRACY

• Harmful content distribution by weekday

• Harmful content distribution by hour
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367

7KH�DPRXQW�RI�KDUPIXO�FRQWHQW�FUHDWHG�LQFUHDVHV�WRZDUGV�WKH�HQG�RI�WKH�ZHHN�DQG�SHDNV�RQ�)ULGD\�
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CONCLUSIONS

• Key conclusions

• Why should the companies and the industry care ?

Every year Hollywood spends millions to promote its newest 

blockbusters as they hit the big screen. In order to connect with 

online audiences, movie studios are increasingly turning to social 

media campaigns to showcase upcoming films.

Global loses due to piracy were $31.8 billion in 2017 

projected to grow to $51.6 billion in 2022.

Through extracting and analyzing 120,000 comments, we found that 1 in 25 in the sample 
included a threat - exposing 32 million fans to harmful content.

The most common type of spam we discovered was piracy and illicit free streaming of 
movies - making up to 31 percent of the harmful comments.

Three percent of the comments that promised free streaming led to sites where the promised 
content was available. 97 percent of links infringing upon movie studio copyrights are 
impersonating free streaming channels to acquire non-authorized credit card payments and to 
spread malware or clickbait scams. 

#1

#2

#3

Pre-release piracy causes a 19.1 percent 
decrease in box-office revenue. Pirates are piggybacking 

Hollywood's social media campaigns and the piracy is 

costing studios significant amounts of money. (source)

There is lucrative profit to be made in movie 

piracy, one estimate says illicit online streaming 

sites collectively make 

$111 million a year

from advertising alone. As long as people keep 

clicking through comments promoting illicit 

streaming, they will keep finding new and creative 

ways to share this content. (source)

Now pirates have new weapons, posting links and harmful 

content in the comment sections of the social media pages and 

trailers, to drive even more illegal downloads.
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(source)

https://torrentfreak.com/pirate-sites-generate-111-million-in-ad-revenue-a-year-171005/
https://torrentfreak.com/pirate-sites-generate-111-million-in-ad-revenue-a-year-171005/
https://idea.heinz.cmu.edu/wp-content/uploads/sites/17/2016/04/The-Effect-of-Pre-Release-Movie-Piracy-on-Box-Office-Revenue.pdf
https://www.statista.com/statistics/778338/global-online-tv-movie-revenue-loss-piracy/
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Please request a complimentary risk evaluation on your brand 
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